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ABSTRACT

We consider privacy issues in statistical database and data
mining where queries are executed on data collected from a
large number of individuals. It is generally established that
a strong notion of privacy is guaranteed if the results are per-
turbed by random noise with sufficient variance (e.g., [5, 23,
39]). In this paper, we point out a vulnerability in such an
approach and show that for some types of queries, when the
dataset is sufficiently large, the inherent uncertainty associ-
ated with unknown quantities is enough to provide similar
perturbation and the same privacy can be obtained without
external noise. One type of such queries is sum queries which
aggregate across all records. This is a surprisingly general
primitive supporting various data mining algorithms, includ-
ing many non-linear ones such as SVD, PCA, k-means, ID3,
SVM, EM, and all the algorithms in the statistical query
model. We derive privacy conditions for sum queries and,
for the first time, provide mathematical proof for the intu-
ition that aggregates across a large number of individuals
is private using a widely accepted notion of privacy. Our
results are also relevant in query auditing and we show how
they can be used to construct simulatable query auditing al-
gorithms that handle online and offline auditing in a uniform
way with stronger privacy than ever achieved before.

Categories and Subject Descriptors

H.2.0 [Information Systems]: Database Management—
security, integrity and protection; G.3 [Mathematics of
Computing]: Probability and Statistics—statistical com-
puting

General Terms

Algorithms, Security and Theory

Keywords

differential privacy, sum queries, simulatable query auditing

1. INTRODUCTION

We consider privacy issues in statistical database and data
mining where queries or computation are executed on data
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collected from a large number of individuals. This model
can be found in an increasing number of real-world appli-
cations ranging from e-commerce to medical research and it
offers enormous potential social benefits. The goal of such
computation is to discover statistical patterns and the ma-
jor challenge is to release such aggregate information while
preserving the privacy of the individuals.

There is a vast body of relevant work. Statistical database
privacy has been extensively studied since the 1970’s. The
early results were mixed and typically not rigorous, mostly
due to the lack of a general notion of privacy. For example,
some (e.g., [10, 34]) only consider full disclosure as com-
promise which is apparently too weak by today’s standard.
Cryptography provides primitives with provable privacy and
various level of efficiency [29, 12, 7]. These tools have been
used to construct privacy-preserving data mining schemes
(e.g., [35, 44, 46]). The privacy in cryptography is rigorous
but the protection does not cover the final results. Great
efforts have been made to analyze the actual leakage by pub-
lished information and devise schemes to maintain adequate
privacy. The main body of the work falls into two categories:
output perturbation and query auditing. The former adds to
each query response some random noise while the latter ex-
amines the queries and deny those that are deemed privacy-
breaching (the others are answered accurately). Both are
being actively pursued but they use different notions of pri-
vacy. A newly emerging line of work in the output perturba-
tion approach [14, 5, 23, 22, 20, 39] strive to provide privacy
definition and protections as rigorous as those in cryptog-
raphy. Current results state that query results need to be
perturbed by random noise with sufficient variance in order
to maintain privacy.

In this paper we show that noise is not essential for pri-
vacy. On one hand, the additive noise approach has a vulner-
ability that allows for easy exploitation in a real-world de-
ployment. On the other hand, for some types of queries, the
inherent randomness associated with unknown quantities is
enough to provide similar perturbation and the same notion
of privacy can be obtained without external noise. One ex-
ample is sum queries that aggregate across many records.
As [39] pointed out, it is widely believed in traditional re-
search that, since data mining algorithms are designed to
reveal only “global” information, it is safe to apply them
“as they are” to sensitive data and publish the results. In
fact such belief is in effect in many practical systems in the
real-world (e.g., recommendation and voting systems etc.).
However, there is currently no formal substantiation of such
an assessment. On the other hand, in probability theory,



there are some established results on asymptotic behavior
of aggregates of n random variables. Many of them state
that, under some (usually very mild) conditions, when n is
sufficiently large, the aggregates converge in some way to
a distribution independent of the individual samples except
for a few distribution parameters. This leads to an intu-
itive conjecture that aggregates are privacy-preserving. Our
work is the first to make connection between these results
and a concrete privacy definition and prove such conjecture.
Besides the theoretical significance for furthering our under-
standing on privacy, our results also have practical implica-
tions: as collecting and processing large amount of data is
becoming a reality, the asymptotic state is not so far away
and the conditions derived in this paper can be applied. This
provides practitioners with concrete guidelines for verifying
whether their practices indeed preserve privacy. Even the
negative cases where the conditions do not apply or are vi-
olated are significant too: This means that some practices
that are in use everyday do not have provable privacy and
people should exercise caution.

Our results are also relevant in distributed data mining
and secure multiparty computation. By showing that re-
leasing certain information accurately does not cause pri-
vacy breach, one could afford to reveal some intermediate
results. This could significantly reduce the complexity and
cost of the computation protocol thus a solution that is prac-
tical at realistically large scale can possibly be obtained. In
particular, our results close a gap in a previously proposed
practical data analysis framework that used vector addition
to perform the computation of many useful algorithms such
as SVD, factor analysis and link analysis etc. [7, 8, 18, 17,
16]. These works all treated the intermediate sums that are
produced by the iterative methods as public. This leaves
open the question whether these protocols provide enough
privacy protection. Using our results, we answer the ques-
tion in the affirmative. This shows that the previous works
are valid and constitute valuable practical privacy solutions
for their applications.

2. PRELIMINARIES

Let D be an arbitrary domain (e.g., real numbers, text,
boolean, etc., or a mixture of them). A statistical database
is modeled as a vector d € D™. We use d; to denote the ith
entry (also called row) of d. We assume the data records are
drawn i.i.d. from D according to some distribution D. Con-
sistent with previous work, the distribution D is assumed to
be public[37, 33, 6]. Each row contains information about
an individual such as salary, weight, purchase history etc.
The hamming distance H(d,d’) between two databases d, d’
is the number of entries on which they differ.

2.1 Sum Queries

We consider queries in the following form
fd) =" g(di)
i=1

where g(di) = [g1(di), g2(di), .., gm(d:)]" and g; : D —
[0,1]. In other words, the function is the sum of n m-
dimensional vectors, one computed for each data record. g;
is also called the jth query and m is the maximum number
of queries allowed for the lifetime of the database.

This simple form is a surprisingly powerful tool for com-
puting a large number of popular statistical analysis algo-
rithms.' The standard algorithms use gradient steps which
sum vector data from the users. These steps are linear
in per user data and can be implemented using the sum
query model. Implementing the algorithms using summa-
tion forms has been used by other work as a general ap-
proach to parallelize the algorithms. For example, [11, 13]
showed that many popular algorithms have summation im-
plementations that can be computed with Google’s MapRe-
duce framework over clusters. The examples included an
EM algorithm for pLSI, Locally Weighted Linear Regres-
sion (LWLR), Naive Bayes (NB), PCA, etc., and all the
algorithms in the statistical query model [32]. They demon-
strated the versatility of summation in implementing sta-
tistical learning algorithms. This phenomena has also been
observed by the privacy community and used as a way to
implement private algorithms. These works include private
SVD [7], factor analysis [8], link analysis [18], and [5].

2.2 Differential Privacy

There are several formalizations of privacy developed for
private data analysis over the years (see e.g., [1, 27, 28]) but
so far the strongest achievable privacy is differential privacy,
introduced in [23], further refined by [22, 20], and adopted by
many latest works such as [2, 39, 36, 6]. Intuitively, a mech-
anism is private if it ensures that the risk to one’s privacy
should not substantially increase as a result of participating
in a statistical database. Differential privacy captures this
intuition and is defined as

DEFINITION 1 (DIFFERENTIAL PRIVACY [23, 22]). Ve, d
>0, an algorithm A’ gives (e, §)-differential privacy with re-
spect to a query function f if for all S C Range(A?), for all
d,d" € D" such that H(d,d') =1

Pr[A’ (d) € S] < exp(e) Pr[Af (d) € §] +§

The definition ensures that with a differentially private ac-
cess mechanism the inclusion or exclusion of a single record
does not change the output probability by more than some
small amount. Moreover, the formalization is agnostic to the
adversary’s auxiliary information. It provides strong guar-
antee for the privacy of individual data record and is the
privacy notion we adopt in this paper.

2.3 Adversary Model

In [21], auxiliary information is modeled as some func-
tion of the database (and a description of its distribution).
In other words, it models what the adversary knows. In
contrast, we model the adversary with what is unknown to
it. By explicitly modeling unknownness, we are able to tap
into the inherent randomness within the data and provide
adequate protection without external noise:

Given a database d with n records drawn i.i.d. from some
distribution D, there are sufficiently large number of records
about which the adversary possesses mo additional informa-
tion besides D. We call such records intact.

A few remarks are in order. This model is only slightly
weaker than some existing schemes and equivalent to many
others. This can be seen from a few aspects:

1t is also the form studied in [5].



1. We make no assumption about distribution D other
than that it is public, which is consistent with many
other works such as [37, 33, 6], and satisfies some mild
requirements which are made precise in theorem 2.
The privacy depends on the asymptotic property of the
sums when the dataset is large, which is guaranteed by
CLT, not the distribution of individual records.

2. The model requires a substantial number of records
be concealed from the adversary. 2 Although not as
attractive as a fully informed adversary model as in
e.g., [21, 24, 2, 39, 36], it is realistic in many appli-
cations. Any large data sets, if collected and stored
in a secure manner, satisfy this condition. Examples
include voting and census data that only publish ag-
gregate statistics. Due to its huge volume and tight
security, it is difficult for an adversary to compromise
all but a small number of records. In fact, works in
query auditing that consider probabilistic compromise
such as [37, 33] are all in this model as well since they
all treat the data as random variables.

3. The model allows other records to be compromised in
an arbitrary way. Interestingly, these hidden records
also protect those compromised ones (in a differen-
tial privacy sense) as the protection is measured with
the change of output probabilities which is dependent
solely on the unknown quantities. Attacks such as [38]
that exploit the correlations between attributes within
a data record does not work as our privacy conditions
detect such efforts in a uniform way (section 6).

In the following, to simplify discussion, we will not explicitly
mention compromised records and pretend that all n are
intact. Since the results are independent of the compromised
records, it is trivial to generalize them to the real setting.

3. RELATED WORK

Several solutions achieve differential privacy [21, 22, 24,
2, 39, 36, 6, 45]. Most of them are based on perturbing
the response with additive noise. The initial work [23] used
Laplace noise and [22] extended the results to gaussian and
binomial. [6, 36, 9] do not use additive noise directly on the
results but still perturb the algorithms with external ran-
domness in some way. For example, [9] is a logistic regression
scheme with differential privacy that, instead of perturbing
the output, perturbs the objective function.

Since the initial works [14, 25, 5], much effort has been
made on reducing the amount of noise necessary for privacy,
reflecting the need to obtain more accurate statistics. The
most successful works are based on calibrating noise to the
sensitivity of the query function [23] and its non-uniformity
on the data instance [39]. For a query function f : D" —
R™, the L1-sensitivity of f is defined as [23]:

!
S =, ymax _ [IF(d) = f(d)lh
where || - ||1 denote the Ll-norm of a vector. Informally,
the main results in [23] is that the access mechanism can
have (e, 0)-differential privacy if it answers the query with
F(d)+[Y1,...,Y,]T where Y;’s are drawn i.i.d. from Laplace

distribution whose density function is h(y) o< exp{— S”(?j[l)lje 1.

2We defer the discussion of “how many are enough” until
section 7.1.

Using gaussian or binomial noise is shown to have non-
zero 0 [22]. However, [45] shows that determining the L1-
sensitivity for unrestricted queries is NP-hard, so is verifying
differential privacy. The applicability of differential privacy
in this setting is thus very limited. In addition, there have
been a series of work that established lower bounds [14, 24,
23] on the usefulness of such mechanisms, namely they can
only answer a sub-linear number of queries on any database
during its lifetime otherwise the data can be reconstructed
[14]. [6] circumvents this limitation by allowing the mecha-
nism to be useful only for a restricted class of learning tasks.

On the other hand, works in query auditing have some
positive results. They show that some level of privacy can
be maintained even if some queries are answered accurately
(e.g., [37, 33]). Although different notions of privacy is used,
their work hints that noise may not be essential for privacy.

Given the finding of [45], our strategy is similar to that of
[6], i.e., we improve the situation by considering a more re-
strictive setting. Instead of circumventing the query number
limit, our goal is to eliminate noise. And the only restric-
tions we place is on the adversary’s auxiliary information
and the type of queries it can pose.

4. PRIVACY AND NOISE

The idea of achieving privacy by adding noise is natural
and intuitive. However, additive noise is neither effective
nor necessary for privacy. There is a serious vulnerability
with all response perturbation solutions: namely limiting
the number of queries, a crucial means for them to prevent
leakage, cannot be enforced when there are shared items be-
tween multiple databases. We show in section 7.2 that our
approach, although still subject to the query limit restric-
tion and not completely immune to the same vulnerability,
is more secure since it uses a stronger condition and raises
the cost for an adversary to obtain the same amount of infor-
mation. On the other hand, there are “safe” functions that
can be published accurately without sacrificing privacy.

4.1 Safe Functions

In all the schemes in [14, 25, 5, 23, 39], the security re-
lies solely on the noise-induced randomness. This means the
bound on the probability increase holds as long as the coins
are secure, even if the database is fully disclosed. This type
of protection is analogous to semantic security in encryp-
tion [30, 21]. However, there are two discrepancies: (1) the
schemes are not protecting the data records but the query
responses; (2) the protection is inadequate in an open envi-
ronment. As an evidence for (1), we can prove the following;:

LEMMA 1. For any privacy mechanism in [14, 25, 5, 23,
39], if the mechanism is (e,8)-private, then for any t,t' €
Range(f) such that ||t —t'||1 < S(f) and for any noisy re-
sponse T output by the mechanism

Prlf(d) = 1] < exp(e) Pr{f(d) = ¢] + 6
PROOF. (Sketch) Let Y be the random variable represent-
ing the noise specified by the mechanism. As 7 = f(d) + Y,
it suffices to show that
Pr(f(d)=t] Pr[Y =7 —1]
Pr[f(d) =¢t] Pr[Yy =7—¢]
and noticing that ||t—t||1 < S(f). The result can be derived

from the properties of the random quantity Y, be it gaussian
or laplace, as is done in [14, 25, 5, 23, 39]. [




In other words, these mechanisms achieve differential pri-
vacy by bounding the distinguishability between any two
close values of f(d). Note that this is not equivalent to per-
turbing each individual record since f can be non-linear.
The discrepancy is, privacy is about the secrecy of individ-
ual records while the mechanisms are protecting a (possibly
aggregate or even one-way) function of the database. There
are deterministic functions that reveal very little, or none at
all, information about individual records as long as there are
sufficient number of intact ones. Consider the following ex-
ample: Suppose di,...,d, are uniformly distributed in Zq
for some prime gq. Then f(d) = >, di mod ¢ is such a
safe function.

One can prove that, information-theoretically, f contains
no information about any d;, provided that there are at least
two intact records. Releasing it without adding noise is per-
fectly safe. Yet this phenomenon cannot be captured by the
notion of sensitivity: here S(f) =¢— 1.

Another indication that noise is not essential for privacy
comes from the response perturbation solutions themselves.
In all these schemes [14, 25, 5, 23, 39|, conditional on the
number of queries, the amount of noise for maintaining ad-
equate privacy is independent of the size of the database n.
This implies that noise is not necessary for large n since one
could get quite accurate estimates in the presence of con-
stant noise when the sample size is large. In this case the
function itself is insensitive to changes to a single record.

4.2 Multi-Database Vulnerability

A more serious problem with response perturbation so-
lutions is that they fail to provide adequate protection. In
such a mechanism, as the randomness in the case of semantic
security is independently generated for each encryption, the
noise is independently generated for each query. However,
the two differ by the way they blend the randomness with
the plaintext (data) to produce ciphertext (noisy response):
The database access mechanisms use simple addition which
is a linear operation. And since the noise is zero-mean, its
effectiveness maybe canceled by posing related queries. A
simple trick is to pose the same query multiple times, as in
the case of a Dinur-Nissim style attack [14]. One could try
to use the same noise for the same query to mitigate this
problem. Even if this is feasible, which is hard to establish
as there could be queries that are syntactically different but
semantically equivalent, it is problematic: (1) This already
deviates from the principles of semantic security which by
definition stipulates probabilistic output. (2) It is not effec-
tive. Due to the linearity, the adversary does not need to
use identical queries. It can for example asks for d; + d; for
a number of i’s to achieve the same noise reduction.

[14, 25, 5, 23, 39] handle this issue by restricting the total
number of queries that can be made for the life time of the
database. However, in reality, the same data record may
appear in multiple databases, each administrated by an au-
tonomous entity. An adversary could query these databases
about the same data record. It is impossible for one database
to adjust the noise level and the query bound to account for
possible leakage by other databases. Although the queries
obtained from one database are within a safe limit, by pool-
ing all the queries from different databases together, the
number could exceed the threshold and allow the adversary
to get substantial information about the record. And such
a threat is real: It is very common nowadays for a user to

have profiles in many online vendors and the above attack
can be easily mounted if the vendors allow statistical queries
with the privacy mechanisms in [14, 25, 5, 23, 39].

In summary, restricting the number of queries to prevent
Dinur-Nissim style attack [14] is impossible to enforce in
real deployment. This demonstrates that relying on noise
alone is not effective in protecting privacy. Different and/or
additional means, such as restricting the queries as is done
in query auditing [37, 33] or enforcing other conditions such
as presented in this paper, should be considered. We show
in section 7.2 that our condition is actually stronger than
additive noise thus is more secure against this attack.

Database Privacy # Encryption The above vulnerabil-
ity shows that, although following a similar model, response
perturbation mechanisms fail to provide the same level of
protection as semantic security. The reason is that the two
have very different settings. In encryption, there is a de-
cryption key that separates a recipient from the adversary
so the ciphertext could be made to provide zero utility to the
adversary. In database, however, there is no such separation
and the goal is actually to provide mazrimum utility to the
user/adversary while maintaining acceptable privacy. As a
result, the a priori knowledge of an adversary about the
response is very different. In cryptography, the adversary
does not know a priori whether the sender is transmitting
the same messages so a deterministic encryption which al-
lows the adversary to infer such information is insecure. In
database privacy, on the other hand, an output is determined
by both the data and the queries. The adversary possesses
complete a priori knowledge about the latter. Some relations
of the queries (e.g., identical queries) are independent of the
data. Disclosing such relations in the response is not a leak-
age. Giving different noisy answers to identical queries, as
the response perturbation solutions do, is equivalent to pro-
viding multiple samples of the same random variable and
each sample leaks some information. This randomized re-
sponse feature, which is an intrinsic property of semantic
security, actually hurts database privacy.

4.3 Sources of Randomness

Fundamentally, privacy is achieved by maintaining the ad-
versary’s unpredictability about the data. For any mech-
anism to be useful, its output must maintain certain un-
predictability that stems from the data [21]. The unpre-
dictability is reduced once the output is revealed. Response
perturbation solutions try to maintain the unpredictability
on the output by introducing external noise and the inherent
unpredictability on the data is ignored (the data is treated
as a constant). However, non-randomized output does not
necessarily reduce the unpredictability on individual data
records: knowing that out of 1000 independent fair coin flips
500 come up head does not allow one to guess the outcome of
each individual flip with probability better than half-half as
long as the coins are kept hidden. In essence, quantities not
known to the adversary can be modeled as random variables
which accumulate in the sum queries. An access mechanism
can harness such randomness and maintain privacy provided
it can uphold the unknownness.

It is interesting to note that response perturbation solu-
tions are in fact also relying on unknownness: Once a noisy
answer is given out, they must keep the noise values secret.
In this case while both the database and the output are
fized, the bound on the probability change still holds. By the



same token, the following statement regarding our scheme
does not make sense either: “fix d and d’, the the ratio
Pr[A(d) = 7]/ Pr[A(d") = 7] is unbounded if A(d) # A(d')".
This is because here the randomness is to model the ad-
versary’s uncertainty. Fixing d and d’ does not necessarily
provide more information as long as they are kept hidden.
As an analogous example, consider the game where the ad-
versary is to guess the output of a coin flip. The outcome is
fixed once it is flipped. However, the fixedness does not help
the adversary’s guess about the result if coin is not revealed.

5. PRIVACY OF SUM QUERIES
5.1 A Probability Tool

Our results rely on a very important probability theorem,
multidimensional central limit theorem, which is summa-
rized below:

THEOREM 1  (MULTIDIMENSIONAL CLT [19]). Let X,
.o, Xn be ii.d. random wvectors in R™ with EX; = 7 and
finite covariance matrizc V. IfY = > 7 | X;, then (Y —
nt)/\/n converges in distribution to the m-dimensional gaus-
stan distribution with zero mean and covariance matriz V.

5.2 Single Query Case

In our scheme, we reveal the sums accurately. We show
that this is safe under certain conditions. We first examine
the case of a single query (m = 1), and then extend the
result to multiple (possibly correlated) queries.

LEMMA 2. A mechanism A answering the sum queries
accurately is (€, 0)-private if Vd € D™, Vi € {1,...,n}, A; =
Z;L:L#;g(di) follows a distribution with density function
p(x) satisfying the following conditions:

1. 3p such that p(p+ x) = p(p — x).
2. Vo 2y > p, p(z) < p(y)-

3. Vz € [p,n—1], p(z) < p(z+1)exp(e)+3d/c where c is a
properly chosen interval such that Pr[A; = x] =~ cp(z).

PRrROOF. For any T € Range(A), for any d,d’ € D" such
that H(d,d") = 1, suppose they differ by the ith entry. Then
Pl"[.A(d) = T] — PI"[A; =7 g(d{)] (1)

PrlA(d) = 7] Pr[A; =7 —g(d})]

A; is a bell-shaped distribution that does not drop too quickly
at one side. Let t =7 — g(d;) and t' = 7 — g(d;). Similar to
the proofs in [23, 22], it suffices to consider the case where
both ¢, > u. Noticing that ¢ < ¢ + 1, the above ratio is

(1) pt+1) | 8
o) = PO T om
= eXp(€)+Pr[Af:t’]

which implies Pr[A(d) = 7] < exp(e) Pr[A(d') = 7] +4§. O

This lemma can be seen as providing an equivalent definition
of differential privacy in the context of sum queries. Unlike
the original definition, this formulation is defined with re-
gard to individual data records. The result is similar to
those in the response perturbation solutions in that they all
perturb the data with some random quantity. The difference
is that the protection is shown to be directly on individual

data records, not the query function result. Despite the dif-
ferences, we can use the results of existing work to derive
privacy conditions in our context, because the mathematic
reasonings are the same as they all rely on the properties of
the perturbation distribution. Following the results of [5, 22,
23], some example distributions of A; satisfying the above
conditions include

1. Gaussian N (u, 0?) with o > 21og(2/6)/€* [5, 22].
2. Binomial B(n,1/2) with n > 64log(2/8)/c* [22].

3. Laplace Lap(\) with standard deviation A > 1/e (it
can achieve 6 = 0) [23].

5.3 Multidimensional Sum Queries

The result extends trivially to the case of m > 1 indepen-
dent queries. For each i, g1(d;), ..., gm(d;) are independent.
To maintain privacy, it suffices to have each element of A;
follow the same conditions specified above.

Independent queries are unrealistic. In particular, queries
could be adaptive which poses greater threat to privacy. Ex-
isting works handle general, non-independent queries with
independent perturbation: they add to each element of the
response independent random noise. For example, [22] showed
that independent perturbations could provide adequate pro-
tection against adaptive queries, provided the magnitude in-
creases with m. Analogous to their results, we have the
following for multidimensional adaptive sum queries:

LEMMA 3. A mechanism A answering the sum queries
accurately is (e, 8)-private if ¥d € D™, Vi € {1,...,n}, el-
ements of A; = 371, ;9(di) are independent and each
follows a distribution with density function p(z) satisfying
the following:

1. 3p such that p(p+ x) = p(p — x).

2. Vo 2y = p, p(x) < py).

3. Vx € [p,n — 1], p(z) < p(z + 1)exp(e/m) + 6/(ecm

where ¢ is a properly chosen interval such that Pr[A; =
x] & cp(x).

PROOF. A perturbation following a distribution satisfying

the above conditions provides (e/m,d/m)-privacy for each

query (lemma 2). By the composition theorem [22], (e, §)-
privacy is thus guaranteed for the whole sequence. [

The conditions for some example distributions are
1. Gaussian N (p, 0%) with o2 > 2m? log(2m/6) /€.
2. Binomial B(n,1/2) with n > 64m?log(2m/s)/e>.
3. Laplace Lap(\) with standard deviation A > m/e.

Lemma 3 is an artificial proposition in that the conditions
are unrealistic. A; is the sum of n — 1 independent m-
dimensional random vectors whose elements could be de-
pendent of each other. It is thus impossible to have the ele-
ments of A; to be independent of each other. However, it is
different from the case of independent queries as there is no
restriction on the relationship among the elements of g(d;).
It says that privacy can be obtained if each elements of g(d;)
is perturbed by an independent random quantity for all i
This is unattainable in our setting. Response perturbation
mechanisms achieve this with external noise. The purpose
of introducing such a lemma is to use it as a baseline. We
then show that, under certain conditions, the situation that
is attainable in our setting provides more protection thus
privacy is also guaranteed.



Figure 1: (a) Independent and (b) non-independent
gaussian perturbations in 2-dimensional case. (b)
has variance ¢ along its minor axis. Note how the
perturbation in (b) “envelops” that in (a).

5.4 Non-independent Gaussian Perturbation

Let I,, be the m x m identity matrix. From lemma 3
we know that, differential privacy can be achieved if each
g(d;) is perturbed with a random vector drawn from an m-
dimensional multivariate gaussian distribution with covari-
ance matrix oI, (which corresponds to perturbing each el-
ements with independent gaussian random quantities), pro-
vided ¢? is sufficiently large. We already pointed out that
this is not attainable in our setting. However, when n is
large, under certain conditions, A; converges in distribu-
tion to a multivariate gaussian distribution which potentially
could provide adequate protection. The difficulty is that the
limit distribution may have a non-diagonal covariance ma-
trix. In other words, the perturbations to each of the g;(d;)
may not be independent.

However, it is still possible that this type of perturbation
could guarantee at least the same privacy. The intuition is,
in the case of independent perturbation such as [5, 23, 14]
etc., the noise added to the vector g(d;) corresponds to an
m-~dimensional multivariate gaussian random variable with
covariance matrix o2I,,. The surfaces of equal probability
are m-dimensional hyperspheres. This means the amount of
noise is the same in all directions. In our case, the covari-
ance matrix of A; may not even be diagonal. The surfaces of
equal probability are m-dimensional ellipsoids whose axes of
symmetry are given by the principal components (the eigen-
vectors) of the covariance matrix. The length of the ellipsoid
along the ith axis is ¢cv/A; where ); is the eigenvalue associ-
ated with the corresponding eigenvector. The perturbation
to different directions are asymmetric and c is a constant
determined by a given probability value. However, it is rea-
sonable to speculate that, if the noise in the direction of the
eigenvector associated with the smallest eigenvalue, which
corresponds to the smallest variance, is greater than the re-
quired threshold, then perhaps this perturbation, although
maybe non-independent for each query, can also provide the
same level of privacy, because the perturbations in the other
directions are all greater. The idea is illustrated in figure 1.
This intuition is indeed correct and we provide a rigorous
proof. We first state the asymptotic results and discuss con-
vergence later.

THEOREM 2 (MAIN). Let a; = g(d;) € [0,1]™. Assum-
ing ai,...,an are i.i.d with Ela;] =7 and E[aia?] — 7T =

V < oo, the summation is (€, §)-private if n is sufficiently

large and

2m? log(2m/§)
(n—1)e2 )

where Amin (V') is the smallest eigenvalue of matriz V.

)\min (V) >

PROOF. For any d € D" and any 7 € {1,...,n}, any pos-
sible output s can be written as s = g(d;) + A; where A; =
> ic1.i%: 9(ds). By central limit theorem (theorem 1), when
n is large, A; converges in distribution to N (p, £) where p =
(n—1)7 and & = (n — 1)V. Take 0% = 2m?log(2m/d)/e>.
Assuming T=y_ 21, is a well-defined covariance matrix
(we will derive the conditions later), the addition of A; can

be seen as a two-step process: the first step adds Ag_l) and

the second step adds A;z) where
AW ~ N(0,0%T,) and AP ~ N (1, 5)

This is equivalent to perturbing g(d;) with two indepen-
dent random quantities: Ag_l) and Agz). A;l) corresponds
perturbing each elements of g(d;) using independent gaus-
sian randomness with variance o = 2m?log(2m/d)/*. By
lemma 3, this already guarantees (¢, d)-privacy. Adding an-
other independent random vector A;(_z) does not reduce the
level of privacy (otherwise an adversary can simply add more
noise to g(d;) + A;(_l) and break its privacy), thus the whole
scheme is at least (e, §)-private.

The above can go through under the condition that ¥ is
a well-defined covariance matrix for an m-dimensional gaus-
sian random variable. For this to hold, we require that
3. be symmetric and positive-definite. This translates to
)\mm(i) > 0 which is equivalent to

2m? log(2m,/5)

Amin(V) > =0 Tya

O

6. SIMULATABLE QUERY AUDITING

Query auditing is another approach to statistical database
privacy. Instead of perturbing the responses, it restricts the
queries that can cause privacy breach. The work was initi-
ated by [41, 15]. Latest results regarding sum queries are
[33, 37]. Since they return accurate answers, the notion
of privacy is different from that used by the perturbation
approach. Until recently, most works (e.g., [10, 34]) used
the classic notion, i.e., a compromise happens if a record
is fully disclosed. [33] introduced probabilistic compromise
for bounded range data where a significant change in the
adversary’s confidence about the range of a data record is
considered privacy breach. We are not aware of any query
auditing work that maintains differential privacy.

Query auditing can operate in one of two modes: offline
or online. Given a series of queries and their answers that
have already been given out, an offline auditor’s task is to
determine whether privacy breach has occurred whereas an
online auditor must decide if answering a new query will
infringe privacy. [33] demonstrated the difficulty in applying
an offline algorithm to online auditing: An online auditor’s
denial may leak information. To handle this, [33] introduced
the notion of simulatable auditing. The idea is that an online
auditor’s decision should be based on information that is
available to the adversary who can then simulate the decision



process thus no information is leaked by the denials. [37, 33]
achieve simulatability for sum and max queries by basing
the decision not on the data but a sample of the underlying
distribution. We will show later that this is too strong and
disallows some cases that conform to the above intuition
(thus are private).

6.1 Our Contributions

Using our privacy conditions, we can handle online and
offline auditing in a uniform way. Compared with existing
solutions, our scheme has a few advantages. (1) The pri-
vacy obtained is differential privacy. Not only is this result
stronger, it also unifies the two lines of work and offers ap-
plications meaningful criteria for choosing suitable privacy
mechanisms. A solution based on our scheme can be seen
as a combination of both approaches: We use auditing to
verify the privacy conditions that stem from perturbation
results. (2) We introduce a relaxed definition of simulata-
bility that still guarantees privacy but allows the auditor
to use the data in its decision making process. We prove
that our scheme is simulatable under the new definition. (3)
Our method is agnostic to query language. Unlike [37, 33],
where sum queries are restricted to subsets of rows to be
aggregated, we support more general queries that allow for
arbitrary functions on each record. 3

6.2 Verifying the Privacy Conditions

Let a random matrix X € R™*™ be such that X;; =
g;(ds), i.e., its (j,7) entry is the jth query evaluated on user
i’s data. Let X; € R™*! be the column vector representing
user i’s query values. Assuming that data are already shifted
so that X,;’s are zero-mean, and since all X;’s are drawn
i.i.d. from the same distribution, an unbiased estimator of
the covariance matrix is

v

_ 1 < r_ 1 T
= n_lz;XiXi = — XX (3)

The privacy condition in theorem 2 transforms into

2m? log(2m/9)

Amin (X XT) > =

Notice that the singular values of a matrix X are the non-
negative square roots of the eigenvalues of X X7, the above
condition is equivalent to

m+/2log(2m/4)

om(X) > .

(4)
where 0., (X) is the mth largest singular value of X.

Inequality 4 provides a straightforward way to check the
condition in theorem 2. Verifying it is a manageable task,
especially for offline auditing. There are mature techniques
for solving large scale eigenvalue problems. In particular
some (e.g., the power method [43]) are easily parallelized.
For example, link analysis algorithms such as PageRank [40]
are routinely computed at the web scale. The problems they
solve are very similar to ours and it is straightforward to
adapt the technique to verify the condition.

Online auditing requires quick response. We now derive a
simple method for detecting unsafe queries quickly. Suppose
we have answered k queries which are all deemed safe. Let

3These are also the type in e.g., [5, 23].

X |k be the matrix of X restricted to the first k rows. Given
the (k + 1)th query, the condition becomes

m+/2log(2m/9)

: (5)

k1 (Xpt1) >

Adding a new row to X|; can be modeled as
X
0

X|k+1 = |: :| + Ek+17 where Ek+1 = [

Th+1 ]
Zk+1, called the (k + 1)th query vector, is a 1 X n vector
whose ith element is the current query evaluated on the
ith record and shifted by its mean. Such perturbation will
cause changes to the singular values of matrix X. Using
the results from matrix perturbation theory, we can derive
a simple necessary condition for the privacy of this (k+ 1)th
query. First we introduce Weyl’s theorem which bounds
the changes to the singular values with the norms of the
perturbation:

THEOREM 3  (WEYL [42]). Let * denote the perturbed
quantity and o; the i-th singular value of a matriz A. Let
E:=A— A, then

max [5; — oi| < |[E]]2

where ||E|l2 = \/Amaz(ETE) is the spectral norm.

Note that in our case it must be true that rank(X|k) =
k otherwise ok(X|x) = 0 and the previous k queries are
not safe. This implies that ox4+1(X|x) = 0. In order for
inequality 5 to hold, E%41 must be sufficiently large so that
it perturbs ox+1(X|x) away from 0 by adequate amount (this
also implies that Fry1 must increase the rank of X | so that
rank(X|k+1) = k+ 1). Notice that for our particular form

of perturbation, || Ext1ll2 = y/®kr12],, = [[Th11]l2, ie., the

L2-norm of the row vector xr+1. Immediately, we have:

THEOREM 4. The (k + 1)th query is unsafe if

m+/2log(2m/§)

lzrtillz <
€

Note that the bound, both here and in inequality 4, is inde-
pendent of k. Even at early times when k is small, ||zx41]|2
still must be checked against such bound. This is consistent
with the results in [14, 25, 5, 23, 39] in that the amount of
perturbation to each query must be calibrated to the total
number of queries. Otherwise a Dinur-Nissim style attack
[14] can be mounted.

This is a simple condition. ||zx+1||2 can be easily com-
puted as a by-product of the query. This result also has an
intuitive interpretation. Note that elements of xyy1 are the
current query evaluated at each user’s data and ||zk+1]|2 is
the standard deviation (the values are already shifted so that
they are zero-mean), the theorem states if the query results
have small variance over the users, the aggregate may cause
privacy breach. In the next section, we provide mathemati-
cal explanations to some intuitive judgements about certain
types of queries regarding their privacy implications. Such
judgements used to have only heuristic justifications.

A Tighter Bound One interesting observation about the
perturbation theorem (3) and our privacy theorem 4 is that
the bounds for the changes on the singular values in both
are independent of the original matrix. This reflects the



generality of the perturbation theorem which derives the
bound only from the difference between the original and
the perturbed matrices. Given the special structure of our
problem, we can actually improve this bound by considering
existing covariance matrix. Note that at the (k+ 1)th query,
we are interested in the changes in the (k + 1)th singular
value which was 0 for X|;. The rows of X|; span a subspace
of dimensionality k£ which we denoted X. For any row vector

Xk

v € Xk, the augmented matrix X|k+1 = ] shares the

first k£ + 1 singular values with X|;. Then for the (k + 1)th
query vector zg+1, we can also bound the changes in singular
values with || X |41 — X|k+1]|2. In particular we can find the
vector v that minimizes this quantity and obtain a tighter
bound. It is well known that such v is simply the projection
of xk4+1 onto X;. Thus we have

THEOREM 5. The (k + 1)th query is unsafe if

m+/2log(2m/§)

|Tkr1 — Xk Xewipll2 < .

6.3 Examples of Unsafe Queries

Leakage can be caused by either a single query or corre-
lations between multiple ones. Our result handles them in
a uniform way and provides mathematical explanations for
both types of leakages. In the following we provide a few
examples of such queries that we know, either intuitively or
empirically, are privacy-breaching and show how they violate
the condition in theorem 2. Essentially any new query that
does not sufficiently increase the minimum singular value of
existing data matrix X is privacy-breaching. Some queries
may be more damaging in that they do not even increase
the rank of X. Unsafe queries are classified into two types:
those that are revealing by themselves and those that cause
privacy breach when issued together with others. They man-
ifest themselves in the following ways:

Low Variation Queries: A query that has very small vari-
ation across user data corresponds to a “small” row vector
in X (recall that X is already made zero-mean by shifting).
For example, since each g; maps to a real number in [0, 1],
a sum that equals to n or 0 will fully expose every number.
Such queries result in a row of all 0’s in X and will be easily
detected by the condition in theorem 4 which also quantifies
the minimum variation for maintaining privacy.

A special case are queries that evaluate to 0 for a lot of
records. Aggregates of sparse data are known to offer little
privacy. Theorem 4 shows that the fundamental reason for
this leakage is that the variance contained in the non-zero
elements may not be enough to give adequate protection as
defined by differential privacy. It provides a quantitative
threshold for sparseness from privacy perspective.

Correlated Queries: Information could also be gleaned
by correlating the answers to multiple queries. Consider the
following example: Suppose the database contains informa-
tion about individual’s name and salary. One could issue
two queries: g1 evaluates to one iff the employee’s salary is
at least $100,000 and g2 evaluates to one iff the individual
draws salary at least $100,000 and is not named Joe. Accu-
rate answers to these queries allow one to determine whether
Joe’s salary exceeds $100,000. This was given in [5] as an
example to show that exact answers to sum queries can be
non-private.

We can examine the situation using our privacy criteria.
Corresponding to these queries, the two rows of X are either
(1) identical or (2) differ by only one element. Case (1)
clearly violates the privacy condition as it causes o2(X) =
0. For case (2), without loss of generality, suppose Joe’s
record is the last in the database. Let v = 23" | g1(d:),
B =137 g2(di). Notice that o — 3 = 1/n. Subtracting
the means from the query responses we obtain the X matrix

X:[al—a7a2—o¢7...,a7L,1—oz71—o¢]

al—ﬂ7 GZ_B,---,anfl—Ki _ﬂ
Compare X with
X |:al—ﬂ7a2—/87"'7an*1_ﬂ7_ﬂ:|

a1—57a2—ﬂ7...,an71—ﬁ7 _ﬁ

the difference £ := X — X is

o 1/n, 1/n, ..., 1/n, 1/n—1
| 0, 0, ..., 0, 0

And its spectral norm is ||El2 = 4/1—1/n. By Weyl’s
theorem, 02(X) < 02(X) + ||E||2 = 0+ || E||2. The bound is
close to 1 for large n and is lower than the threshold specified
in inequality 4 for any reasonable € and ¢.

A similar attack that queries the sums of the salaries in-
stead of the counts can also be analyzed in a similar fashion
since the salary numbers should be scaled to be between 0
and 1 according to the requirement of the query.

6.4 Simulatability — A Revised Definition

The notion of simulatability is used in query auditing to
model the possible leakage caused by the denials. The def-
inition in [33] prohibits the query auditor from using the
data when making a decision. We argue that this is too
restrictive. The essence of simulatability is ensuring that
the adversary, who has no access to the data, can derive
the same information as it could from seeing the auditor’s
response. Forbidding the auditor from using the data in its
decision making process is only a sufficient but not necessary
means to achieve it. A very similar notion of simulation-
based privacy has been used extensively in cryptography
(e.g., in defining zero-knowledge), yet it is rarely the case
in cryptography that the information to be protected (e.g.,
the message or a secret knowledge) is not allowed to be
used in the construction. In fact in the construction of zero-
knowledge proofs, the secret must be used otherwise by defi-
nition (specifically the soundness requirement) the proof will
not be accepted. The point is, as long as the adversary could
simulate the output using only public information, it does
not reveal more. This perspective is orthogonal to whether
the secret is used or not. We thus modify the definition in
keeping with the cryptography approach:

DEFINITION 2 ((«, 3)-SIMULATABLITY). Letd be drawn
from distribution D™. Let Qi be the set of k queries and
Ag—1 the answers to the first (k—1) ones. A safety checking
mechanism Safe is a polynomial time algorithm that takes
as input d, Qr, Ax—1 and D. Safe is simulatable if, for any
a>0,8>0, for any d € D", Qr and Ak_1, there exists a
polynomial time (in n and k) simulator Sim such that, for

AThe scaling is necessary to bound the sensitivity of the
query functions. See [23].



sufficiently large n
Pr[|Sim(Qx, Ax—1, D) — Safe(d, Qx, A, D)| < a] >1 -0

The probability is taken over the randomness in the distri-
bution D and the coin tosses of Safe and the simulator.

A query auditing algorithm AS™® that uses Safe’s output to
make decisions about whether to deny a query is simulatable
if Safe is simulatable.

6.5 Achieving Simulatability

A simulatable query auditing algorithm with differential
privacy is presented in figure 2. For simplicity, we only used
the original condition in equation 5 which is equivalent to
the one in theorem 2. It is straightforward to use theorem 4
to filter out unsafe queries quickly.

Safe: Inputs: d, Qk, Ax and D.

1. Construct/update the query matrix X.
2. Output 6 = om (X).

ASafe: Inputs: d, Qj, and D. Parameters m,n, d, €.

1. Compute answers aj to the query g and update Qp, Ag.
2. Compute & = Safe(d, Qk, Ak, D).

3. Return ag if 6 > my/2log(2m/d) /e, and DENY otherwise.

Figure 2: Safety Check and Query Auditing Algorithm.

THEOREM 6. The online auditing scheme is simulatable.

PRrOOF. The simulator works as follows:

1. Sample a dataset d’ of size n, with each element sam-
pled i.i.d. from D.

2. At the k-th query, construct the query matrix X’ where
Xii=gi(di),i=1,...,n,j=1,...,k
3. Return 6’ = o (X).

As a direct consequence of law of large numbers, the sample
covariance matrix V' converges in probability to V' [31]. That
means for any «a, 3 > 0, there exists an integer N such that
forallm > N, for alli,5 =1,...,k,
~ o ﬂ
Pri|Vij = Vij| < —]>1-% 6
[V = Vil < 5] > 1= 5 (6)
Notice that Weyl’s theorem also applies to eigenvalues (see
[42]) which means

|)\min (V) -

The spectral norm can be bounded from above by Frobenius
norm. And since & = Amin (V) and 0 = Amin(V), we have

)\min(v)| S ”V - V||2

6 —ol <V —=V]r

[Vij — Vij| < =& for all i,5 = 1,...,k implies that ||V —

2m

VlF < /2. Inequality 6 becomes

Pr[|€7—0|<%]>1—§

Similar result can be derived for &’ since it is computed from
sampling of the same distribution:
B

Prll6’ — @ 1=
r[|6 0|<2]> 2

By union bound and triangle inequality, we have
Pr[l6' —o'|<a]>1-5

And it is easy to verify that the running time of the simulator
is polynomial in n and k. [

7. DISCUSSION

7.1 Convergence

The analysis depends on the convergence of the sums to
multivariate gaussian distribution when n is large. The
Berry-Esséen theorem establishes that, for a sequence of
i.i.d. random variables with finite third absolute moment,
the uniform norm of the difference between the distribution
functions of the sum and that of the gaussian (DF metric)
is O(%) for the one-dimensional case [4, 26]. Bergstrém
obtained similar result for multi-dimensional case with the
additional requirement that the distribution admits an in-
vertible covariance matrix [3]. This is the same as the stan-
dard error of the mean (the sum queries are equivalent to
calculating the means). Applications requiring high accu-
racy may already mandate dataset large enough for CLT’s
convergence. And the above rate is for general distribution.
Some data are known to be close to gaussian already (e.g.,
many biological characteristics) so they only require very
few samples to converge.

The use of CLT is for mathematical convenience. The re-
liance on gaussian distribution is in two ways: (1) it allows
one to decompose the perturbation into two independent
steps and, more importantly, (2) with multivariate gaus-
sian, the independence among the elements is equivalent to
their uncorrelatedness. (1) is not essential. In fact the sum
does not have to be gaussian to provide adequate protection.
Consider the single query case, the particular distribution of
the perturbation is not important (be it gaussian or laplace),
as long as its pdf has the properties specified in lemma 2.
The critical one is that p(x)/p(z + 1) is bounded. If the dis-
tribution of one term has positive variance, and since vari-
ance accumulates with addition, the pdf of the sum tends to
“flat out” and this condition is surely satisfied with large n
(and this is another indication that aggregates across large
population preserves privacy). So even without the decom-
position the perturbation still protects privacy. In fact if the
distribution of the terms is say laplace with large enough
variance (note that the lower bound is independent of n),
then the proof can still go through even when n = 2, i.e.,
one data record provides protection for the other.

(2) is more difficult to forgo for proving the multiple query
case. It allows us to reduce the security to that of indepen-
dent perturbations. It is interesting open problem to see if
and how this can be shown without using the reduction.

7.2 Issue of Multiple Databases

While our scheme provides accurate responses, it is more
secure than the response perturbation solutions in the con-
text of multiple databases. First, our scheme incorporates
the idea from query auditing and handles repeated or re-
lated queries by denying them. The simple attack via re-
peated or related queries to reduce the variance of the per-
turbation does not work. Second, we show in the following
that from querying a single database that implements our
access mechanism, the adversary could obtain less accurate
estimate of a record. Thus to obtain the same amount of



information about a shared item, the adversary must query
more databases, which increases its difficulty and cost. It
may appear counterintuitive that an access mechanism that
provides noisy responses is less secure than one that returns
accurate results. This is not the case because in addition to
limiting the number of queries, our method also enforces con-
ditions on the covariance matrix of the result vector which
is more stringent.

Wlog, suppose di € R is a record shared among database d
and others and the adversary is trying to obtain information
on di. The adversary could obtain m queries containing
di from one database, represented using the m-vector s =
dia + A where a = [1,1,...,1]7 and A ~ N((n — 1), %).
Let o be the lower bound on the safe variance (as defined
in theorem 2), it must be that Amin(X) > o2

By averaging, the adversary can obtain

u:ls:s—(n—l)u:dla—kAo
n

where Ag ~ N (0, X).

The adversary could reduce the perturbation on d; by
computing the linear combinations of the elements of u. Let
u € R™ and u"a = 3 (i.e. the sum of u’s elements is ),
then uTu = dif + uTAg and an estimate of d; is dl =
% =di+ “TBAO where “TBAO ~ N(0, “TBE“) Consider the
variance (note that the r.v. is a scalar)

uTYu > UTUAmm(E) _ uTuoz

32 32 32
Since f is a scalar, we have 8% = 887 = uTaaTu = T Au
where A = aa” is a m x m matrix with all entries being 1s.
The above becomes

uI'Su wTu o o2 o?

32 T WAL T Amae(A)  m

"—nj is the case when the perturbations are all independent. It
is interesting to notice that independent perturbation, as is
done in the output perturbation solutions, allows the most
effective noise reduction thus they are most vulnerable to
the multiple databases attack. The equality holds iff a is
an eigenvector of ¥. In all other situations, our scheme is
strictly better.
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